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PROFILE 

Final year Cybersecurity student, focused on purple teaming and web security. I build tools, document labs, and 

practice CTFs to combine development skills with real security work. Looking for roles in SOC analysis or vulnerability 

assessment where I can contribute to practical security operations and grow through hands on experience. 

HIGHLIGHTED SKILLS 

• Programming Languages: JavaScript, Python 

• Frameworks and Libraries: React.js, Node.js, Express.js, Django, Bootstrap, jQuery 

• Cybersecurity: Vulnerability assessment, web security, penetration testing, MITRE ATT&CK, threat analysis, 
SIEM, network security, Linux and Windows administration, GRC. 

• Tools: Nmap, Nessus, Burp Suite, Metasploit, Git, Wazuh, Eramba, etc. 

RELEVANT EXPERIENCE 

- Software Engineering Immersive Program | General Assembly | 2024 

Completed a 400-hour software engineering program focused on building full-stack websites using HTML, CSS, 

JavaScript, and frameworks such as Node.js and Express. Practiced software development workflows, project 

planning, problem solving, and web application development. 

PROJECTS 

AI Based Intrusion Detection System (IDS) | Machine Learning Security Project 
A defensive cybersecurity project that uses AI and machine learning to analyze network traffic, detect suspicious 
activity, and support early identification of possible intrusion attempts. 

Defensive SOC Project with Wazuh | Blue Team Security Lab 
A hands on defensive cybersecurity lab built with Wazuh, pfSense, threat intelligence feeds, active response, and 
Shuffle SOAR automation to practice alerting, monitoring, and incident response. 

NextEnum | Python CLI Tool 

A cybersecurity helper tool for students that reads Nmap output or runs scans, extracts important service information, 

and suggests prioritized enumeration steps for labs and CTF practice. 

Al Rawya Poetry App | Python, PySide6, SQLite 

Desktop application for browsing, searching, saving, and managing Arabic poetry. Includes favorites, notes, settings, 

and PDF export features. 

Personal Portfolio and Blog | Astro, Netlify, Cloudflare 

Personal portfolio website built to present projects, cybersecurity notes, certifications, and blog posts. 

Jamiyah | Express.js, EJS, MongoDB 

Web application for creating and managing multiple Jamiyah/community saving groups. Built using an MVC structure 

with server-side rendering and database-backed group management. 

EDUCATION 

Bachelor in ICT - Cyber Security | 2023 - Present 

Studying cybersecurity with focus on networking, system security, threat analysis, digital forensics, and defensive 

security practices. 

Cambridge A Levels in Computer Science and Commerce | Al Noor International School | 09/2008 - 06/2022 

Cambridge ICT Certificate for Microsoft Office 

LANGUAGES 

Arabic - Native | English – Cambridge AS | German – B1 Goethe Institute 
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